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Abstract: Digital transformation (DT) is increasingly recognised as essential for enhancing 
operational efficiency, sustainability and competitiveness in facilities management (FM). 
However, its adoption, particularly in developing countries, remains slow due to persistent 
barriers. This study adapted the technology-organisation-environment (TOE) framework to 
investigate the fundamental barriers hindering DT in the FM sector by drawing on insights 
through semi-structured interviews with senior executives in FM organisations. Notably, 
the analysis uncovered 14 major barriers, categorised into the technological, organisational, 
process, people and financial factors. These findings revealed significant gaps in areas like 
organisational preparedness, technological integration and skill development within FM, 
contributing to the sector’s slower progression in DT compared to other industries, such as 
healthcare and manufacturing. This study contributes to the growing body of knowledge on 
DT in FM by providing empirical evidence of the barriers specific to developing countries. It 
also deepens the understanding of the socio-technical challenges holding back DT in the 
sector. The findings highlight the urgent need for tailored strategies to help FM organisations 
overcome these obstacles, enabling FM stakeholders to enhance service delivery, drive 
operational efficiency and align with global digital trends.

Keywords: Facilities management, Digital transformation, Barriers, Developing country, 
Innovation

INTRODUCTION

The facilities management (FM) sector has evolved significantly over the 
decades. It has transitioned from its origins as a reactive and task-oriented 
discipline to a proactive and strategic function. Historically, FM was primarily 
concerned with routine maintenance and operational tasks that focused on 
minimising costs and ensuring basic functionality (Atkin and Brooks, 2021). 
Nevertheless, as buildings became more complex and user needs diversified, 
FM began incorporating advanced methodologies and tools to address 
broader objectives such as sustainability, space optimisation and asset 
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longevity (Marmo et al., 2019; Akinshipe, Aigbavboa and Anumba, 2022). This 
evolution has been particularly significant in developing countries, where rapid 
urbanisation and economic growth have placed unprecedented demands on 
infrastructure. Thus, additional efficient FM practices are required to ensure 
long-term viability (Ali et al., 2023).

FM is now recognised as a cornerstone of effective building lifecycle 
management, encompassing a wide range of activities, including maintenance, 
asset management, space planning and contract management (Aliu and Ariff, 
2019; Konanahalli, Marinelli and Oyedele, 2022). Accordingly, the FM phase 
spans the longest duration in a building’s lifecycle (Salman and Ahmad, 2023), 
with research indicating that it accounts for 50% to 70% of total annual 
facility operating costs (Tang et al., 2019). Furthermore, the operation and 
maintenance phase contributes over 80% of a building’s total lifecycle costs, 
far exceeding the combined costs of the design and construction phases; 
this collectively accounts for less than 15% (Hoang et al., 2020; Altohami et 
al., 2021). Together, these figures highlight the pivotal role of efficient FM 
practices in ensuring that facilities remain functional, cost-effective and 
environmentally sustainable throughout their operational lifespan.

Despite its significance, the FM sector has faced persistent challenges over the 
past decades that have impeded its growth and competitiveness. Challenges 
such as inefficient resource allocation, low productivity and fragmented 
workflows remain prevalent compared to more technologically advanced 
sectors like manufacturing and finance (Hauashdh et al., 2021; Lee, Irisboev 
and Ryu, 2021). These challenges are often exacerbated by the continued 
reliance on conventional methods, including paper-based processes, manual 
documentation and siloed data management systems (Yaqot and Al-Ramadan, 
2024). Such outdated methods lead to slow decision-making, increased 
operational costs and limited access to real-time performance data (Durdyev 
et al., 2022). 

Digital transformation (DT) entails leveraging digital technologies to reshape 
business models and create new value-adding opportunities within an 
organisation and its environment (Nadkarni and Prügl, 2021; Verhoef et al., 2021). 
This offers a transformative solution to these long-standing issues. Following 
this, by leveraging advanced technologies such as the Internet of Things (IoT), 
artificial intelligence (AI), cloud computing and building information modelling 
(BIM), DT can enhance productivity, streamline operations and improve service 
delivery in FM (Dahanayake and Sumanarathna, 2022). For example, smart FM 
systems powered by IoT have been successfully implemented in smart cities 
to monitor building conditions remotely, ensuring proactive maintenance and 
energy optimisation (Atta and Talamo, 2020b; Villa et al., 2021). However, 
despite the promising potential of DT to enhance FM operations, its adoption 
within the sector remains significantly limited (Adhikari, Hoffman and Lietke, 
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2019). This is largely due to a range of persistent challenges that hinder 
effective uptake. Compared to related sectors like architecture, engineering 
and construction, FM has slowly integrated digital innovations (Støre-Valen, 
2021; Song and Li, 2022). This disparity is particularly pronounced in developing 
countries, where contextual challenges further complicate the DT agenda 
(Amos, Au-Yong and Musa, 2020; Mehmood et al., 2023).

Prior studies have identified several barriers impeding DT adoption in FM. 
For instance, Elyasi, Bellini and Klungseth (2023) explored the use of digital 
twins in FM during the operational phase. The authors highlighted barriers 
such as resistance rooted in organisational culture and the absence of 
robust information management frameworks. Similarly, Adhikari, Hoffman 
and Lietke (2019) and Marocco and Garofolo (2021) identified fragmented 
information systems, limited technical skills and a lack of validated real-
world applications as significant hindrances. Meanwhile, Zhan et al. (2023), in 
a study focused on Singapore, identified poor data management, high initial 
implementation costs and cybersecurity risks as predominant challenges 
in adopting smart FM technologies. Furthermore, Durdyev et al. (2022) 
reported similar challenges in New Zealand, emphasising high costs and 
limited expertise with advanced tools such as BIM. While these studies offer 
valuable insights, they predominantly focus on developed economies with 
well-established infrastructure and technological capabilities. This leaves a 
critical research gap in understanding the barriers faced by FM practitioners 
in developing countries, where socioeconomic, cultural and technological 
contexts differ significantly. The FM sector in these regions faces unique 
challenges that are rarely addressed in existing literature.

In response to this gap, the present study investigated the fundamental 
barriers to DT in the FM sector, specifically focusing on Malaysia as a 
representative case of developing countries. Anchored in the technology-
organisation-environment (TOE) framework, this study offered a contextualised 
understanding of the factors that impeded the effective integration of DT into 
FM practices. Concurrently, the insights gleaned from this study can serve as 
a guiding compass for FM practitioners, industry leaders and policymakers by 
highlighting priority areas that require interventions. Furthermore, an in-depth 
empirical understanding of these barriers could pave the way for developing 
tailored strategies and best practices to overcome these obstacles and fully 
harness the benefits of DT in FM for developing economies.
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LITERATURE REVIEW

Theoretical Background

The TOE framework proposed by Tornatzky, Fleischer and Chakrabarti (1990) 
is widely acknowledged for its applicability in explaining the adoption of 
technological innovations across diverse organisational settings. It highlights 
that an organisation’s decision to adopt a particular technology is influenced by 
its technological, organisational and environmental context (Qatawneh, 2024). 
The technological context addresses the characteristics of an organisation’s 
digital tools and infrastructure, such as their complexity, compatibility and 
perceived benefits (Adade and De Vries, 2024). Meanwhile, the organisational 
context captures internal factors, including top management support, 
structure, scope, size and existing capabilities (Nguyen, Le and Vu, 2022). 
At the same time, the environmental context considers external influences, 
such as regulatory pressures, market dynamics and competitive forces (Zhong  
et al., 2024). 

Despite the TOE framework’s potential and broad scope, its primary 
components and constructs vary across different contexts (Shukla and 
Shankar, 2022). As a result, the framework needs to be modified to fully 
address the research question in some context. For instance, Bryan and 
Zuva (2021), in their study on adopting BIM, extended the TOE framework by 
incorporating economic factors such as return on investment (ROI) and costs 
related to training and consultancy. They discovered that these elements 
did not align with the conventional TOE dimensions. Similarly, Adade and De 
Vries (2024) introduced the stakeholder dimension to better understand the 
adoption of digital technologies for collaborative planning. Ahmad and Siraj 
(2023) also proposed an extension of the TOE framework by adding individual 
factors, recognising its importance in e-commerce adoption.

Figure 1 displays the barriers related to people, processes and finance in the 
context of FM’s implementation of DT that emerged as key considerations. 
Prior studies have demonstrated that internal organisational factors related 
to people often constituted the most immediate and persistent barriers to 
successful digitalisation. This is particularly true in operationally intensive 
sectors like FM (Xiang et al., 2022). Moreover, FM is a highly internal-
facing function. Its primary focus lies in improving internal processes such 
as enhancing building performance, managing costs and extending asset 
lifecycles. Specifically, these objectives are shaped by internal capabilities 
rather than external environmental triggers. Therefore, after a thorough 
theoretical review and in line with the study’s objective, five dimensions, 
namely, organisation, technology, people, process and finance, were identified 
as the most suitable to comprehensively investigate DT barriers in FM, mainly 
in a developing economy setting.
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Figure 1. Conceptual framework

Digital Transformation Barriers 

In the pursuit of DT, organisations encounter challenges that necessitate 
careful consideration and strategic management. These challenges stem 
from the complexities of digitalisation and the need for adaptation to 
new technologies, processes and cultural shifts (Saarikko, Westergren and 
Blomquist, 2020). Thus, identifying and effectively addressing these barriers 
is crucial for the success of DT initiatives (Cichosz, Wallenburg and Knemeyer, 
2020; Parola et al., 2020). Table 1 presents an overview of the diverse barriers 
organisations face across technological, organisational, process, people and 
financial dimensions during DT.

Mahmood, Khan and Khan (2019), in their comprehensive literature review 
referring to 55 sources, identified the lack of an effective strategy as a 
significant barrier to DT. This deficiency often leads to misaligned objectives and 
fragmented efforts, impeding the coherent integration of digital technologies 
into organisational processes (Benevento et al., 2023). Furthermore, Vial (2019), 
drawing on 35 sources, identified inertia as a notable obstacle to DT. Notably, 
inertia is pertinent in situations where existing resources and capabilities act 
as obstacles to disruption, highlighting the significance of path dependence 
as a constraining force in technological innovation. Additionally, Vial (2019) 
noted from an analysis of 40 sources that employee resistance demonstrated 
when disruptive technologies were introduced in the organisation was another 
significant barrier to DT. This resistance largely stems from employees’ fears 
of job insecurity, driven by their lack of necessary digital skills or concerns 
about being replaced by technology (Cieslak and Valor, 2025). 
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Table 1. Digital transformation barriers

Barrier Type Barrier Source

Organisational Inappropriate organisational 
structure and culture

Agrawal, Narain and Ullah (2020); 
Tijan et al. (2021)

Lack of digital strategy Mahmood, Khan and Khan (2019); 
Agrawal, Narain and Ullah (2020)

Lack of industry-specific 
guidelines

Agrawal, Narain and Ullah (2020); 
Tijan et al. (2021)

Lack of leadership and top 
management support

Kane et al. (2018); Agrawal, Narain 
and Ullah (2020)

Technological Type of technology Agrawal, Narain and Ullah (2020)

Cyber security issues Khanzode et al. (2021); Marocco 
and Garofolo (2021); Konanahalli, 
Marinelli and Oyedele (2022);  
Turk et al. (2022)

Lack of standardisation Schumann et al. (2017); Gong and 
Ribiere (2021); Olanipekun and 
Sutrisna (2021)

Poor data management Gerrish et al. (2017)

Process Inflexible business process Agrawal, Narain and Ullah (2020)

Complexity of decision-
making processes

Agrawal, Narain and Ullah (2020)

People Inertia and resistance Vial (2019); Vogelsang et al. (2019)

Lack of digital skills and 
talent

Agrawal, Narain and Ullah (2020); 
Marocco and Garofolo (2021);  
Tijan et al. (2021)

Fear of job loss Vogelsang et al. (2019)

Lack of digital vision and 
sense of urgency

Agrawal, Narain and Ullah (2020)

Financial Lack of clear economic 
benefits

Heilig, Lalla-Ruiz and Voß (2017); 
Raj et al. (2020)

High investment costs Gausdal, Czachorowski and 
Solesvik (2018); Agrawal, Narain 
and Ullah (2020); Raj et al. (2020); 
Perno, Hvam and Haug (2022)

Lack of financial resources Vogelsang et al. (2019)

ROI concerns Leipzig et al. (2017)

Moreover, it has been frequently cited that people constitute the major 
obstacle to DT (Agrawal, Narain and Ullah, 2020). Raza et al. (2023) observed 
that a common issue with people was the lack of digital vision and sense 
of urgency. Considering this, Sharma and Lenka (2024) highlighted the 
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concept of “competency traps”, where employees’ reliance on past successes 
impeded adaptation to new methods. Meanwhile, Gkrimpizi, Peristeras and 
Magnisalis (2023) documented the difficulty organisations faced in changing 
the mindsets and beliefs of people. At the same time, Vogelsang et al. (2019) 
identified individual barriers, such as fear of job loss, while Chahid et al. (2025) 
emphasised the lack of digital competencies in organisations. Managerial and 
cultural threats to DT implementation, including inadequate leadership and 
insufficient top management support, were also widely reported (Lammers, 
Tomidei and Trianni, 2019).

Facilities Management and Digital Transformation

DT is increasingly becoming a vital area within the FM sector, offering 
significant opportunities for innovation and advancement. Historically, DT 
studies specific to FM were sparse, yet the sector increasingly recognises the 
necessity for transformative business practices. Studies have highlighted key 
drivers of DT in FM, including evolving client needs, competitive pressures, the 
shift towards integrated data ecosystems and the imperative for enhanced 
value creation (Atta and Talamo, 2020a; Codinhoto et al., 2021). The advent 
of the COVID-19 pandemic further underscored the urgency for DT in FM, 
notably to support remote engagement and operations (Kıyıklık, Kuşakcı and 
Mbowe, 2022). As a result, the integration of technology and the focus on 
DT have become foundational for future growth. This, in turn, enables FM 
to overcome disruptions in global supply chains, address talent shortages 
and mitigate financial pressures (IFMA [International Facility Management 
Association], 2024a).

The growing focus on sustainability and environmental stewardship propels 
the FM sector to embrace digital technologies. Traditional FM systems such 
as computerised maintenance management systems (CMMS), computer-
aided facility management and building management systems, often referred 
to as building automation systems, have long played a critical role in 
managing facility operations. This includes streamlining maintenance tasks, 
optimising building performance and automating routine processes (Wijeratne 
et al., 2024; Aliu et al., 2025). However, with the rapid evolution of digital 
technologies, these conventional systems are being enhanced and integrated 
with more advanced solutions. This has driven a sector-wide shift marked by 
the adoption of disruptive technologies such as BIM, IoT, big data analytics, 
digital twins, cloud computing and AI (Codinhoto et al., 2021).

Technologies are revolutionising FM, offering unprecedented opportunities to 
enhance operational efficiency, sustainability and performance globally. For 
instance, BIM facilitates real-time, accurate modelling of buildings and assets 
(Altohami et al., 2021). According to Dahanayake and Sumanarathna (2022), 
IoT-BIM integration offers a beneficial platform for DT in FM, optimising 
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the effectiveness and efficiency of building operations. Furthermore, this 
transformation has significantly improved the lifecycle management of 
facilities by enabling accurate resource planning, streamlining workflows and 
enhancing project outcomes. Similarly, the integration of IoT-enabled smart 
sensors and big data analytics provides the ability to monitor and analyse 
real-time data, leading to informed decision-making and optimised resource 
allocation (Yang and Bayapu, 2019; Boje et al., 2020). AI further augments 
these capabilities by automating decision-making processes, a feature 
increasingly vital in high-stakes FM environments. According to Bechina and 
Arntzen (2022), systems driven by AI can process and analyse vast amounts 
of data from various sources in real-time, to provide actionable insights 
and recommendations for facilities managers. Conversely, in the context of 
energy management, studies have demonstrated that IoT sensors and big 
data analytics can identify energy usage patterns and recommend changes 
to minimise waste (Zekić-Sušac, Mitrović and Has, 2021). Additionally,  
AI-powered systems can predict equipment failures and schedule maintenance 
during planned downtime, reducing costly disruptions and unexpected repairs, 
or they can analyse occupancy trends to optimise space utilisation (IFMA, 
2024b).

Moreover, digital twins, which create dynamic virtual representations of 
physical assets, have emerged as a solution for enabling real-time data 
acquisition, transfer, analysis and utilisation to improve decision-making 
in smart FM (Hakimi, Liu and Abudayyeh, 2024). According to Delgado and 
Oyedele (2021), digital twins offer significant benefits for optimising structural 
health monitoring, streamlining inspections and improving fault detection 
and diagnostics. For example, Lu et al. (2020) demonstrated how a digital 
twin-based anomaly detection system, integrated with an extended industry 
foundation class data structure and Bayesian change point detection, enhances 
asset monitoring. In particular, this system enables continuous, automated 
anomaly detection in heating, ventilation and air conditioning systems, 
addressing the need for more efficient operation and maintenance strategies 
in the FM sector. Another critical area is the application of mixed reality (MR), 
virtual reality (VR) and augmented reality (AR) technologies in FM. Following 
this, Salman and Ahmad (2023) highlighted the potential of these tools for 
training, simulation and facility walkthroughs, enhancing interactivity and user 
experience in FM. On a similar note, El Ammari and Hammad (2019) proposed a 
BIM-based MR framework integrating VR and immersive augmented virtuality 
(IAV). It enhances FM by streamlining field tasks, enabling real-time data 
visualisation and improving collaboration between field workers and office 
managers. Collectively, the approach supports DT by boosting efficiency, 
decision making and communication in FM operations.
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Despite the increasing recognition that DT can serve as a critical game-
changer in FM, the architecture, engineering and construction sector’s 
current practices remain predominantly outdated with limited technology 
integration (Aliu et al., 2025). A significant challenge lies in the gap between 
the potential of digital tools and the realities of their implementation. For 
instance, facilities managers still spend a considerable portion of their time 
on non-productive tasks, such as visualising models and searching for and 
validating information, due to insufficient information support (Sampaio, 
Costa and Flores-Colen, 2022). The lack of interoperability between various 
FM information systems further complicates this challenge. Matarneh et al. 
(2019) highlighted that FM teams struggle with information management. 
Furthermore, industry expectations are increasingly outpacing the capabilities 
of FM teams. The IFMA’s White Paper, “Leading Digital Transformation in the 
Facilities Management Industry” (2023), accentuates this growing disparity 
where organisations increasingly expect FM teams to lead or support 
enterprise-wide DT efforts. Nevertheless, many lack the requisite expertise 
and resources to meet these elevated demands (IFMA, 2023). This disconnect 
illustrates a critical area for research and intervention. As the FM sector 
moves forward, a comprehensive approach to DT adoption will be essential 
to overcome existing barriers, optimise processes and unlock unprecedented 
levels of innovation.

METHODOLOGY

Research Approach

Considering the limited availability of empirical research on DT within the 
FM sector and that the study aimed to delve into various aspects rather 
than subject them to quantitative testing, this study adopted an exploratory 
qualitative research design to investigate the topic. The research approach 
followed a two-phase strategy. First, a thorough literature review to identify 
prevalent barriers was conducted to discern recurring patterns relying on 
the TOE framework. This phase informed and streamlined the analysis for 
the subsequent qualitative phase. In the second phase, semi-structured 
interviews were conducted with qualified experts from the industry. The 
interviews were designed to provide in-depth, context-specific insights into 
the barriers identified in the first phase. A flowchart illustrating the research 
phases is presented in Figure 2.
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Figure 2. Research methodology flowchart

Respondent Selection

Considering the exploratory nature of this study and the need to contextualise 
the topic within the FM sector, the study respondents were selected through 
a purposive sampling strategy (Chomistriana, Mulyono and Najid, 2024). 
Consequently, respondents were selected based on several predefined 
criteria to ensure their suitability for contributing meaningful insights. These 
criteria included at least 10 years of experience in the FM sector and senior 
roles involving strategic decision-making and oversight of DT initiatives. 
Additionally, respondents were required to have substantial involvement 
in DT projects, including leading or coordinating initiatives such as BIM 
integration, IoT deployments and the adoption of big data analytics and AI 
in FM. At the same time, relevant qualifications, such as certifications from 
recognised professional bodies like the Construction Industry Development 
Board (CIDB), were also considered. Respondents from both public and private 
FM sectors were selected to provide diverse perspectives on barriers to DT 
across different operational contexts. Accordingly, potential respondents 
were identified through professional networks, industry associations and 
referrals, with invitations sent via email detailing the study’s objectives and 
confidentiality measures.
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When determining the ideal number of respondents for semi-structured 
interviews, several factors must be considered, such as the complexity 
of the research, the availability of qualified experts and other contextual 
limitations. Existing literature suggested a broad range of sample sizes for 
qualitative research. Creswell and Creswell (2017) indicate that sample sizes 
can vary from as few as one to as many as thirty, while Creswell (1998) 
recommended a range of 5 to 25 respondents, which is often sufficient to 
achieve data saturation. Consequently, this study involved the participation 
of five respondents from various similar studies within the construction 
industry (Durdyev et al., 2022; Aziz and Zainon, 2023). Table 2 summarises 
the background information of the respondents selected to participate in  
the interview. 

Data Collection and Analysis

An interview protocol was developed in accordance with the recommendations 
provided by the findings of semi-structured interviews (Adeoye-Olatunde 
and Olenik, 2021) and a comprehensive review of existing literature. The 
interview was organised into three main sections: introduction, DT barriers 
and conclusion. 

Before the interview, the interview protocol was shared with the respondents 
to ensure they were well-prepared. A total of five interviews were conducted 
between June and July 2024 through both online (Zoom) and face-to-face 
sessions, each lasting an average of 75 minutes. These interviews were 
recorded and transcribed with the respondents’ consent for analysis.

In qualitative research, data analysis follows an iterative process involving 
exploration, interpretation and coding (Braun and Clarke, 2021). Accordingly, 
this study employed a hybrid coding approach, combining deductive and 
inductive methods (Byrne, 2022). Initially, priori codes were established based 
on the research question and literature. The deductive phase involved coding 
data into these predefined categories, while the inductive phase allowed 
for identifying and refining subcodes within the established themes. Data 
analysis was conducted using MAXQDA (version 24.0.0), a qualitative analysis 
software that facilitated systematic coding (Kuckartz and Rädiker, 2019). The 
transcribed interviews were imported into MAXQDA, with each transcript 
treated as a separate document. Codes were created in MAXQDA and text 
segments were coded by highlighting relevant sections and assigning the 
appropriate codes.
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Table 2. The background of the respondents

Respondent’s ID Role Organisation 
Type

Sector Years of 
Experience

Certification Involvement in DT Projects

R1 Digital 
Transformation 
Lead

Education Public 34 Certified Facility 
Management Manager 
(cFMM) (CIDB)

Led multiple DT projects, 
including BIM integration 
and IoT deployment

R2 Head of Client 
Solution 

Facilities 
and property 
management

Private 20 Project Management 
Professional (PMP)

Developed and 
implemented DT strategies

R3 Senior Facilities 
Manager 

Public works 
department

Public 17 Certified Facility 
Management Manager 
(cFMM) (CIDB)

Managed DT rollout in 
government facilities

R4 Chief Executive 
Officer

Facilities 
Management 
technology 
developer

Private 22 IFMA member, cFMM 
(CIDB), Personal 
Certification in Business 
Digitisation and 
Transformation (Lincoln 
University College)

Spearheaded DT product 
innovations

R5 FM consultant Consultancy 
services

Private 14 IFMA member Comprehensive DT strategy 
development



Improving Rural Building Efficiency

PENERBIT UNIVERSITI SAINS MALAYSIA 149 

RESULTS AND ANALYSIS

This section presents the findings derived from the analysis of the interview 
data. Within this section, the barriers encountered in the in-depth interviews 
were discussed.

Barriers to Digital Transformation in Facilities Management

The investigation into the complexities of DT in the FM sector revealed a 
spectrum of barriers that had impeded its successful implementation. To 
systematically analyse these barriers and understand their varying impact 
on the DT process, the barriers were categorised into five key domains: 
technological, organisational, people, process and financial barriers (as shown 
in Table 3), establishing a structured framework for analysis.

Table 3. Barriers to DT in FM

Domains Constituents

Technological Compatibility and integration with hardware

Understanding of technology’s role and type of technology

Data management

Organisational Lack of digital roadmap/strategy

Organisational structure and culture

Lack of leadership support

Change management

Process Undefined processes

Process alignment with digital tools

People Lack of FM competency

Lack of ability to adapt to change 

Financial Budget constraints

Unclear responsibility and financing

ROI concerns

Technological barriers

Integration with hardware, understanding of technology’s role and data 
management concerns emerged as significant technological barriers to DT. 
The challenge of compatibility and integration with hardware in FM highlighted 
the difficulty in seamlessly integrating new technologies with existing systems 
was unanimously agreed by the respondents to be a significant obstacle 
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in the DT journey of FM. Their incompatibility can lead to disruptions and 
inefficiencies that hinder the intended benefits of DT. Respondent R5 alluded 
to this barrier:

The main challenge with technology is integrating our systems 
with hardware. When it comes to software, there aren’t many 
issues anymore, but making sure they seamlessly connect with 
our physical infrastructure remains a hurdle. Like ensuring 
maintenance software communicates flawlessly with the IoT 
sensors/devices in our building is where it gets tricky. (R5)

The strategic integration of technology within FM operations is a central 
element crucial for enhancing efficiency, cost savings and overall performance 
and elevating the competitiveness of FM compared to the traditional FM 
practice. However, a lack of understanding of the role of technology across 
FM operations posed an obstacle to achieving a seamless DT in the FM sector.

In our experience, people often mix up a CMMS with a building 
management systems and even a complaint management 
system. When people see CMMS, they think it’s just for handling 
complaints. But, a CMMS has more to it, like preventive 
maintenance scheduling, etc. So, there’s this continual mix-
up in understanding the roles of these tools. (R1)

In addition, the proliferation of recent and diverse technological systems 
contributed to the challenge in selecting and understanding the benefits of 
these technologies. This complexity raised concerns about clients becoming 
overwhelmed by the multitude of technologies and lacking the expertise to 
effectively evaluate their investments and potential benefits. This challenged 
clients as they grappled with the complexity of choices and strived to 
understand how these advancements aligned with their specific needs and 
operational goals.

Not all technologies fit every business. The challenge lies in 
figuring out what suits a client’s unique needs. For instance, 
a mall might only need the basics, like a CMMS, to log 
activities, not high-tech solutions like a digital twin, especially 
for tenants’ areas. The focus is on addressing complaints 
promptly. It’s all about tailoring technology to the business 
needs and this continues to pose a challenge. (R4)

In addition, the analysis revealed that data management in FM primarily 
centred around overseeing and analysing large data volumes. While efficient 
data storage solutions can be devised, a critical impediment arises from a 
lack of human interest or engagement in data processing. Respondent R2 
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imposed that, “When it comes to processing data, we’re left hanging without 
any human support, despite having the tools. It’s like having the tools without 
someone keen to use them for the job”.

The study’s observation reflected a critical aspect of the broader challenge 
faced by FM in efficiently utilising data for decision-making and operational 
improvements.

Organisational barriers

Organisational barriers faced by FM during DT were structural and cultural. The 
respondents highlighted that the efficacy of digital tools in FM was hindered 
when these tools were not seamlessly integrated into the organisational 
structure. Whether the organisation follows a hierarchical or flat structure, 
the critical aspect is how information supplied was utilised within the 
specific segment of the organisational chart. The challenge intensifies when 
digital tools, such as technicians, are delegated to roles that may not fully 
comprehend or utilise their capabilities, rather than being designed for key 
decision-makers. This structural misalignment between tool functionality 
and user understanding hindered the effective implementation of digital tools 
designed to enhance decision-making and operational efficiency. Moreover, 
the challenge extended to the organisation’s culture, particularly its approach 
to information. The challenge arose when organisations generated information 
but lacked a structured approach to effectively harness and apply this data. 
This deficiency in information utilisation stressed a cultural issue where the 
organisation failed to foster a proactive culture of information retrieval and 
application. In addition, the key organisational challenge was concerned with 
adopting digital tools and creating a culture that actively engages with and 
pulls valuable information from the DT process.

If they’re not pulling in this information and just pushing it 
out, creating a lot of data without using it, that organisation 
will fail in their DT. The real challenge is when the organisation 
isn’t structured to pull information. Too many just create data 
that nobody uses. They’re just in the business of pushing data 
out, but nobody looks at it. (R3)

Another prominent challenge echoed by the respondents was the absence 
of a clear roadmap to guide the transformative process in FM. The prevailing 
reliance on a trial-and-error approach resulted in a concerning pattern of 
internal investment wastage. According to respondent R2, “We don’t have a 
clear roadmap and no vision laid out to guide us”. 
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This succinctly captured the overarching issue of a lack of vision clarity, 
hindering the sector’s ability to chart a well-defined course for DT. Further 
emphasising the significance of this challenge, respondent R5 stressed 
the significance of having a digital vision in strategic planning, “When the 
objectives and vision are clear, it becomes easier for management to map out 
the roadmaps”. This challenge, therefore, illuminated the intricate interplay 
between vision clarity and strategic planning that posed a formidable obstacle 
to effective DT in FM.

Furthermore, the study findings indicated that the pervasive struggle to 
secure leadership support was a formidable barrier hindering DT within 
FM. There was a persistent issue where managers faced difficulty securing 
endorsement from top management. This was particularly obvious with the 
disparity in understanding the potential benefits of such transformative 
efforts. In particular, the essence of the challenge was in the respondent’s 
assertion that managers often encountered resistance from executives, who 
might not fully comprehend the positive impacts of DT on FM operations. 
Moreover, this lack of alignment hindered the ability to secure buy-in from 
leadership, impeding the initiation and successful execution of DT initiatives. 
The respondent’s frustration with the inability to convey the benefits further 
underscored the vital role of effective communication and education in 
fostering the necessary support from organisational leaders.

Often, the supervisors cannot get the support from the bosses. 
For instance, we might have innovative initiatives, but if the 
managing director isn’t keen to listen, it becomes an uphill 
battle. Even if the changes we propose would benefit him and 
the business, a lack of understanding becomes a barrier. I 
believe leadership support is a crucial piece for DT and that’s 
what we’re often missing. (R2)

In addition to these barriers, change emerged as a crucial factor in the 
DT journey of FM. The architecture, engineering and construction sector 
is characterised by a historical resistance to innovative practices and a 
preference for traditional ways of doing things. Respondents underscored 
the necessity for FM organisations to depart from traditional approaches 
and embark on a comprehensive reevaluation of their business structures. 
Concurrently, the shift extends beyond mere technological adaptation and 
requires a holistic transformation of work processes and the organisational 
ethos. Central to this transformation is the intricate challenge of managing 
the change process. As mentioned by respondent R3, “The organisation 
challenge is always about the change management, shifting from traditional 
to embrace a digital paradigm”.
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A significant aspect of this challenge was the resistance from employees. 
In general, there were apprehensions about monitoring and negative 
perceptions surrounding the integration of digital tools. Respondent R1 
succinctly captured this sentiment, stating, “People start to create a negative 
thought, the employee is like, what, I’ve got to log in and track my time, or 
questioning the need to log in for work orders or to update maintenance 
activities”. Collectively, these sentiments underscored the significance of 
effective change management strategies in navigating the complexities of 
transitioning from the traditional to the digital era.

Process barrier

The core of the process challenge in DT within FM was the stark absence 
of well-defined workflows and structured processes. “It’s all about process 
challenges. The processes are undefined and the processes are unstable” 
(R4). Respondent R4 captured a prevailing theme in FM, where a deficiency 
in essential process elements – such as workflow diagrams – hampered 
the sector’s ability to structure and visualise processes effectively. This 
also echoed that automation was an ambiguous endeavour without these 
foundational elements. The respondents compellingly argued that one could 
not automate what did not exist. 

You have a service but no workflow. Then, you want to 
automate it. Take, for example, a CMMS. The software isn’t 
a substitute for your maintenance management system. You 
need a system with visions, missions, philosophies and all your 
KPIs, timelines and everything that defines your maintenance 
strategy. The software removes the complexity of volume, not 
replacing your maintenance management strategy. (R3)

This highlighted a prevalent misconception within the sector, challenging the 
notion that computerisation alone can replace the need for a well-structured 
maintenance management system. It further emphasised the critical 
distinction between automation and the foundational processes that should 
precede it. As highlighted by R1:

DT works only if it is in the process. Let’s say, for example, 
you have a work order process; if the work order software 
is not in the process, then nothing is going to get recorded; 
nothing is going to get automated. So, our challenge is how to 
get it into the process.

Echoing this sentiment, R4 concluded, “In the absence of a well-defined, 
established process, the quality of service in FM is heavily contingent on the 
personal culture of the facilities manager”.
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In addition, the study found that compatibility between FM organisational 
processes and available technology was a major hurdle in DT. Organisations 
grappled with the significant hurdle that not every technology or system 
seamlessly adopted existing processes, necessitating extensive and often 
complex customisation efforts. However, this endeavour faced constraints as 
specific systems impose limitations on the extent of customisation. 

The challenge is that not every technology aligns with our 
current processes and there’s limited customisation. Some 
systems require us to adapt to their workflow, which restricts 
us. If we could navigate more customisation options, that 
would allow us to tailor our products and services better to 
meet the unique needs of customers. It’s a bit of a problem 
right now because our way of doing things needs to match the 
system. (R1)

People barrier

The people barriers associated with DT in FM represented a complex interplay 
of attitudes, skills and the impact of external factors, such as the COVID-19 
pandemic. Initially, the landscape was marked by considerable resistance 
to change. Individuals, particularly technicians with significant experience, 
were reluctant to embrace digital processes. However, the dynamics shifted 
significantly with the onset of the COVID-19 pandemic. As R5 noted, “Post-
pandemic, it was quite challenging because people were very reluctant to 
change the existing processes to what we are implementing now. I believe the 
pandemic was truly a game-changer, no doubt about it”. There is a consensus 
among the respondents that acceptance of digital technologies is no longer a 
significant hurdle. R1 further emphasised, “Acceptance isn’t much of an issue 
now. Before COVID-19, there were some challenges, but post-COVID-19, we’re 
not encountering resistance from people anymore”. 

The profound impact of the COVID-19 pandemic played a pivotal role in 
reshaping attitudes and diminishing the historical challenge of acceptance 
among FM individuals. As such, people had to adapt to the new normal, 
recognising the necessity and benefits of technology in FM.

Despite a growing acceptance, the findings revealed a significant issue in 
the underutilisation of existing technologies, even though they were widely 
adopted. This presented a substantial challenge as the full potential of 
technological systems, particularly building automation systems, remained 
untapped, posing a hindrance to comprehensive DT. The respondents shed light 
on potential competency gaps among FM professionals, which contributed to 
this underutilisation of existing systems, hindering the seamless integration 
of technology into building management practices. 
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Almost every noteworthy building has a building automation 
systems, but they’re often used only to control basic things 
like parking lot lights. Just because a building lacks BIM, 
does it mean the FM isn’t digitally transformed? You already 
have these sophisticated systems in place, so why are 
there complaints from FM? The real issue is how many FM 
professionals truly understand the capabilities of building 
automation systems? So, it appears the issue lies not with the 
tool itself but with the proficiency of FM practitioners. (R5)

This study analysis revealed that individuals within FM organisations grappled 
with the transformational aspects necessary to effectively implement DT 
initiatives. The struggle was evident in their ability to navigate and manage 
the essential changes demanded by the DT paradigm. 

Even with all the efforts put into skill development, employee 
engagement and talent acquisition, we discovered that the 
real issue we face is adapting to change. It’s challenging for 
individuals to truly manage the essential changes that are 
demanded by this transformation. (R3)

The focus shifted from overcoming resistance to effectively promoting 
technology. While acceptance was no longer a major obstacle, there was an 
emphasis on devising strategies to encourage and facilitate the optimal use 
of technology.

Financial barrier

The concept of economic feasibility, emphasising the dilemma faced by 
facilities managers when dealing with assets that have reached a point of 
irreparable deterioration, sometimes impeded the full pursuit of DT. The 
complexity of this challenge was accentuated in the FM sector, particularly 
for outsourced FM. In this context, the fixed and non-negotiable nature of 
outsourced contracts placed an additional burden on facilities managers. 
Even when assets were labelled as “beyond economic repair”, they were still 
expected to be managed and maintained within the constraints of the existing 
contracts. The consequence of this was reflected in the limitations imposed 
on FM budgets. The budget threshold, determined by the depreciation value, 
becomes critical. If this threshold were low, it could lead to a situation where 
virtually no budget is available for necessary maintenance and upgrades. In 
addition, one of the noteworthy implications of this financial challenge was 
its direct impact on technology adoption. The respondents highlighted that 
technology, a crucial enabler in the FM sector, comes at a cost. However, in 
the presence of a constrained budget due to assets classified as “beyond 
economic repair”, the affordability of technology was a significant hurdle. 
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The financial challenge is simple: beyond economic repair. 
When the cost of maintenance exceeds the depreciation 
value, it’s better to buy new than to repair. Now, the issue 
is that these items have been asked to be managed by 
facilities managers, forcing them to cut maintenance costs 
below depreciation value. Due to this, FM budgets have got 
a ceiling tied to depreciation and if that ceiling is low, you 
have no budget and if you have no budget, technology is not  
cheap. (R2)

Moreover, the respondents highlighted the impracticality of investing in 
advanced technologies in the FM sector. The short-term nature of contracts 
and the long-term nature of technological solutions created a misalignment of 
incentives. Consequently, facilities managers faced the dilemma of investing 
in technologies that would outlast their contractual obligations, benefiting 
the owner more than themselves. 

The facilities manager’s stance is straightforward: You are 
telling me to install IoT? Come on, I’m out of this contract in 2 
years, but that IoT will be here for a decade. Do you know how 
much the supplier of the IoT is going to charge me for those 
full 10 years, not just the 2 years I’m here? And who gets it? 
The owner, not me. (R4)

As a result, an inherent challenge emerged in determining responsibility for 
digital systems. The division of responsibilities between facilities managers 
and owners complicates the financing aspect. Following this, the lack of 
clarity on whose budget should fund DT creates a significant obstacle in 
implementing necessary technological solutions. 

People don’t know from which pocket you will take the 
money to do DT. Whose budget do you use? Do you use the 
owner’s budget who is not using the system? Or do you use 
the facilities manager’s budget who doesn’t own the system? 
Without a clear budget, there’s no purchase. (R3)

Another barrier mentioned in the DT literature and applicable to the FM 
sector was budget constraints. This challenge was characterised by limited 
available funds, impacting the ability to undertake essential DT initiatives. The 
respondents noted a common misconception regarding DT. FM organisations 
often embarked on DT initiatives, believing they could save money. However, 
this assumption often overlooked the comprehensive nature of costs 
associated with DT. While budgeting for DT, there was a tendency to focus 
primarily on software prices, neglecting the expenses related to human 
resources. This oversight contributed to a substantial budget constraint as 



Improving Rural Building Efficiency

PENERBIT UNIVERSITI SAINS MALAYSIA 157 

the true extent of the financial requirements was not accurately accounted 
for. In addition, a noteworthy aspect of the budget constraint challenge 
was the disparity in understanding between contractors and clients. Being 
fully involved in system implementation, contractors possessed a more 
comprehensive grasp of the associated costs. On the contrary, clients might 
lack a thorough understanding, leading to budgetary challenges.

The challenge of ROI in implementing new technology within FM organisations 
posed a significant hurdle to the seamless adoption of DT. A central theme in 
the challenge of ROI was the uncertainty associated with implementing new 
technologies, as posited by respondent R5, “Implementing new technology 
like this can be quite challenging at times because we struggle to determine 
the cost benefits and the return on investment”. This lack of clarity was 
a substantial challenge for FM organisations contemplating the adoption of 
new technologies. Correspondingly, the respondents further delved into the 
intricacies of ROI calculation, acknowledging that ROI was not always tangible. 

Indeed, FM organisations are keen on evaluating the ROI, but 
calculating the ROI can be quite challenging. Sometimes, the 
ROI is intangible. So, we need to figure out how to shift from 
intangible to tangible aspects. We must find a way to make it 
tangible, perhaps by assigning a monetary value to it. That’s 
the most difficult and challenging part. (R1)

Respondent R5 even provided a concrete example of calculating ROI 
through a cloud-based CMMS, “Before adopting this cloud-based CMMS, you 
needed a team of 10 people. After implementation, do you still require the 
same 10, or could you achieve the same with just 6 people?” This example 
involved evaluating whether the same level of workforce is needed post-
implementation, leading to potential savings that can be translated into ROI.

DISCUSSION

This section discusses the barriers to DT in the FM sector, as per the study 
findings. These identified barriers hindered the successful implementation 
of DT within the sector and undermined its ability to remain competitive in 
an increasingly digitised world. Adopting a modified TOE framework revealed 
that DT in FM faced a range of challenges across organisational, technological, 
process, people and financial dimensions.

In this study, the key organisational obstacles hindering DT in FM included 
unsupportive organisational structures, the absence of a clearly defined digital 
strategy and inadequate top management support. These findings resonate 
with earlier studies across various sectors that establish the foundational role 
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of organisational readiness in DT initiatives (Agrawal, Narain and Ullah, 2020; 
Tijan et al., 2021). In particular, this study echoes Kozak-Holland and Procter 
(2020), who argued that when digital initiatives lack structural anchoring 
and strategic direction, transformation efforts are likely to stall. Although 
digital strategies are crucial for aligning technology adoption with broader 
organisational objectives, the findings suggested that FM organisations often 
lack this alignment. This aligns with Zaoui and Souissi (2020), who asserted 
that without a well-articulated digital roadmap, organisations face difficulties 
in synchronising their transformation efforts with their core business 
goals. This misalignment is especially concerning in the FM context, where 
strategic integration is essential for managing various functions. This includes 
maintenance operations, asset optimisation and sustainability initiatives. 
Interestingly, while Wrede, Velamuri and Dauth (2020) emphasised that top 
management support is crucial to the success of DT initiatives, the current 
study revealed that the FM sector often lacks this leadership commitment. 
This aligns with the observations of Kazim (2019), who attributed leadership 
inertia to a limited awareness of the strategic value of digital technologies. 
Similarly, Magesa and Jonathan (2022) asserted that in the absence of a clear 
vision and active support from senior leadership, digital projects may lead to 
failure. Consequently, this results in a cycle where FM organisations remain 
ill-equipped to embrace and navigate the complexities of digital innovation.

On the technological front, a widespread lack of understanding about 
suitable technologies and their alignment with FM goals was revealed. 
This corresponds with Durdyev et al. (2022), who mentioned that facilities 
managers often struggle with identifying digital solutions that offer meaningful 
improvements. Agrawal, Narain and Ullah (2020) further noted that mere 
technology acquisition does not guarantee successful transformation unless 
aligned with overarching organisational goals. Compounding this challenge is 
the issue of technological integration, where new digital systems are often 
incompatible with legacy systems (Omoruyi, 2020). In FM, where building 
management systems, IoT devices and computer-aided facility management 
tools must work in tandem, technological misalignment can stifle expected 
efficiencies (Anathan, Yusof and Rahman, 2023). Furthermore, Dixit et al. 
(2019) illustrated this issue by exploring BIM integration in FM. The authors 
highlighted how a lack of interoperability between BIM-FM technologies can 
significantly undermine the potential benefits of DT.

In contrast to earlier literature, which often positioned resistance to change 
as a major barrier to DT (Agrawal, Narain and Ullah, 2020; Cichosz, Wallenburg 
and Knemeyer, 2020; Marocco and Garofolo, 2021), this study presented a 
counter-narrative. In the post-COVID-19 era, FM professionals appeared more 
receptive to DT. This supports the argument of Schilirò (2020) that crises 
can act as accelerators of change, overriding institutional inertia. In essence, 
the pandemic created operational urgencies that required immediate digital 
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interventions such as remote monitoring and virtual coordination, thus 
fostering an environment conducive to transformation. In other words, this 
shift suggests a significant cultural evolution within FM, wherein crisis-
induced necessity has translated into enduring openness to digital adoption.

However, this newfound receptiveness does not imply complete readiness. 
The study findings revealed that a significant impediment to DT within the 
FM sector was the deficiency in digital literacy and individual capabilities in 
change management. This observation is in concordance with the assertion 
of Marocco and Garofolo (2021), who highlighted the sector’s inadequate 
preparation for managing digital transitions, especially during the operational 
phase of facilities. As digital tools grow more complex, the skills gap 
becomes more pronounced, posing long-term risks to transformation efforts.  
Tijan et al. (2021) similarly argued that the lack of change capabilities continues 
to slow digital uptake. Therefore, while the pandemic may have stimulated 
initial digital adoption, sustaining this momentum requires deliberate capacity 
building.

The findings also found that the absence of well-defined processes and 
their alignment with digital tools in FM were part of the key barriers to DT. 
This barrier is also stressed by Matarneh et al. (2019), who argued that FM 
processes often lack the standardisation necessary for digital enablement. 
In line with this, Kumari (2023) emphasised that technology cannot replace 
well-structured processes. Instead, it serves as an enabler that amplifies 
existing procedural strengths. In FM, where tasks like preventive maintenance 
or asset lifecycle tracking require coordination, disorganised processes can 
lead to poor implementation of digital tools. This insight aligns with the view 
of Cichosz, Wallenburg and Knemeyer (2020), who suggested that digitisation 
without process alignment may exacerbate operational inefficiencies rather 
than resolve them. This includes deploying IoT-based energy monitoring 
without clear workflows for interpreting and acting on the data, which results 
in limited impact (Poyyamozhi et al., 2024; Raimi, Ogunbayo and Aigbavboa, 
2024). This highlights how digital tool effectiveness is contingent on availability 
and embeddedness within operational processes.

Another key barrier was the limited financial resources, coupled with pervasive 
apprehensions surrounding ROI in implementing digital tools within the FM 
sector. Similar findings have been reported by Raimi, Ogunbayo and Aigbavboa 
(2024), as well as in Dulguun (2023), who noted that financial constraints 
are particularly pronounced in sectors with tight budgetary controls like FM. 
Facilities managers, constrained by tight budgets, often prioritise immediate 
operational needs, sidelining potential long-term benefits of digital innovations. 
These financial constraints are further compounded by apprehensions about 
the uncertain ROI from such investments, as the benefits of digital tools 
in FM, though significant, can occasionally be intangible or long-term. For 
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example, while a BIM maintenance system with IoT integration can reduce 
maintenance costs over time, the upfront investment and implementation 
costs deter many FM organisations from adopting these technologies, 
even when their potential benefits are well-documented (Ehab, Mahdi and  
El-Helloty, 2024). Hisamuddin, Mohammad and Lokman (2023) corroborated 
that financial limitations and ROI considerations critically shape technology 
adoption in FM. This reflects a trend where immediate financial constraints 
and the demand for demonstrable ROI in the short term often eclipse the 
long-term potential of digital tools.

CONCLUSION

DT has brought about significant changes across various industries, 
presenting a landscape with opportunities for transformative shifts and 
innovation. However, in contrast to sectors such as finance, information 
technology, manufacturing, healthcare and even construction, the FM sector, 
characterised by its complex operational structure, has historically exhibited 
a conservative approach to embracing innovation. Consequently, it finds itself 
trailing behind in the swift adoption of digitalisation and the full utilisation of 
the transformative potential of digital technologies in its operations. 

The motivation for this study stems from the lack of empirical research 
centred on DT in the FM sector. The current literature does not provide a 
clear insight into the impediments of DT faced by the FM sector, particularly 
within the context of developing countries like Malaysia. To bridge this gap, 
the study adapts the TOE framework to identify and analyse the barriers that 
significantly impede DT in FM. For this purpose, the authors conducted semi-
structured interviews with FM experts in Malaysia. The contribution of this 
study is two-part. First, the study’s findings expand the body of knowledge 
of DT and digitalisation, particularly in the FM sector of a developing country. 
Accordingly, the insights of the identified barriers provide researchers with 
a foundation in the field and may offer a starting point for future research 
design. Secondly, this study advances the understanding of DT barriers in the 
sector, providing valuable insights for practitioners to shape more effective DT 
strategies. Moreover, understanding these challenges in the sector is essential 
for tackling digitalisation issues and creating an effective DT process.

In consideration of the barriers identified in this study, we recommend that 
FM organisations prioritise fostering a culture of innovation by investing in 
change management and upskilling programmes to equip staff with essential 
digital skills. At the same time, clear digital strategies should be developed to 
align technology with long-term goals and operational processes, ensuring it 
enhances efficiency rather than adding complexity. Additionally, partnerships 
with government and private investors can help address financial constraints 
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through grants or public-private collaborations, easing concerns about ROI. 
Notably, by implementing these measures, the FM sector in Malaysia can 
better leverage DT, improving operational resilience and sustainability.

Despite the insightful contributions of the current study, it is essential to 
acknowledge its limitations while interpreting the findings. The findings 
were based on feedback from FM experts in Malaysia, which might reflect 
specific operational and cultural differences in FM practices. In response, 
future research could explore barriers to DT in other countries or contexts, 
especially in developed nations and make comparative analyses. Moreover, to 
improve the generalisability of the results, future researchers are encouraged 
to use probability sampling methods when investigating barriers to DT 
implementation. Finally, future research could delve deeper into identifying 
the root causes of these barriers, examining any interrelations between them 
and exploring strategies to overcome them.
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